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1. Executive Summary
The assessment was designed to identify security weaknesses in the authorized web application and validate their practical
security impact using controlled, non-destructive proof-of-concept testing. The report contains three representative findings
across High, Medium, and Low risk levels.

ID Vulnerability Risk Business Impact

WEB-001 Sql injection HIGH

Unauthorized access to
backend database,
authentication bypass, and
potential data manipulation

WEB-002 Reflected Cross-Site Scripting HIGH
Arbitrary JavaScript
execution in the victim's
browser

WEB-003
Sensitive Data Exposure /
PII Disclosure

HIGH

Exposure of confidential
user financial data, including
credit card
numbers and account
details.

2. Scope of Work
The scope of work defines the authorized activities performed during the web application security assessment.

 External and authenticated testing of the in-scope web application.
 Identification of application entry points, parameters, authentication and authorization controls.
 Manual validation of access-control weaknesses, input-validation issues, client-side injection, and security configuration

issues.
 Controlled proof-of-concept validation using non-destructive payloads and test accounts.
 Documentation of affected URLs, evidence, impact, risk, and remediation guidance.

Out of scope: denial-of-service testing, destructive exploitation, persistence, attacks against unrelated third-party infrastructure,
and collection of real personal/payment data.

3. Test Team / Responsibilities
Lead Tester Nourhan Essam - Web Application Security Tester

Supporting Tester

Aya Abdelkader, Shorouk Ali, Hager Hassan, Mirola Medhat
-Web Application Security Testers, responsible for
reconnaissance, scanning, exploitation, and evidence
collection

Reviewer
Eng. Rehab Mostafa - quality review and validation of
findings

Client Contact NTI - Penetration Testing & Application Security

4. Methodology
Testing follows an OWASP-style web application assessment approach: information gathering and attack-surface mapping using
Nmap for service scanning and Gobuster for directory enumeration, identification of application entry points by merging
endpoints into OWASP ZAP, manual testing of security controls, controlled exploitation/validation, impact assessment, and
reporting. OWASP recommends that findings document the affected item, technical description, testing evidence, impact,
remediation, and severity.



5. Information Gathering & Reconnaissance
1- Port & Service Scanning (Nmap):

2-Directory & Path Enumeration (Gobuster):



3- URL Scope Merging & Processing:



4-OWASP ZAP Active Scan Results for Standard User Account:

5-OWASP ZAP Active Scan Results for Admin User Account:



6. Detailed Findings

Vulnerability ID: 1 Sql Injection
Vulnerability Name Sql injection
URL https://demo.testfire.net/doLogin
Type Sql injection / CWE 89
Risk Rating HIGH
Affected Function User Authentication / form login

Description
A SQL Injection vulnerability occurs when an application fails to properly sanitize or validate user-supplied input before
incorporating it into a backend SQL query. This allows an attacker to inject arbitrary SQL commands into the database execution
context.

Proof of Concept

ZAP’ OR ‘1’=’1--

Injecting ' OR '1'='1'-- is a classic Authentication Bypass technique that tricks the database as follows:

 ZAP: treated by the server as the input username string.

 Single Quote ('): Closes the intended input string.
 Condition (OR '1'='1'): Forces the query logic to evaluate to TRUE.
 Comment (--): Truncates the query, completely bypassing the password check.

Figure 1 – Illustrative sql injection evidence.



Impact
Successful unauthorized access to user accounts, including administrative privileges, fully compromising system security and
allowing the exposure, modification, or deletion of sensitive database records.

Recommendation
 Use Prepared Statements (Parameterized Queries): Ensure the database engine treats user input strictly as data, never as

executable SQL code.

 Input Validation & Sanitization: Enforce strict allow-lists for user inputs.
 Principle of Least Privilege: Restrict database account permissions to limit the damage if a query is compromised

Description

The application reflects attacker-controlled input into an HTML response without appropriate context-aware output encoding.
The vulnerable context allows crafted markup to be interpreted by the browser as active content.

Proof of Concept

</p><script>alert(1);</script><p>

The payload is a non-destructive proof of concept. Successful execution of the alert confirms that attacker-controlled JavaScript
can execute in the vulnerable page context.

Figure 2 – Illustrative browser evidence.

Vulnerability ID: 2 Reflected Cross-Site Scripting (XSS)
Vulnerability Name Reflected Cross-Site Scripting (XSS)

URL
https://demo.testfire.net/search.jsp?query=%3C%2Fp%3E%3Cscript%3Ealert%281%29
%3B%3C%2Fscript%3E%3Cp%3E

Type CWE-79 – Improper Neutralization of Input During Web Page Generation
Risk Rating HIGH
Affected Parameter searchTerms



Impact
An attacker can exploit this Reflected Cross-Site Scripting (Reflected XSS) vulnerability by tricking a victim into clicking a
crafted URL containing malicious JavaScript. Since the target is a banking web application, the successful exploitation leads to:
Account Takeover / Session Hijacking: Accessing non-HTTPOnly sensitive cookies or session tokens, allowing the attacker to
impersonate the victim and compromise their session. Credential Harvesting
(Phishing): Injecting malicious HTML/DOM elements (e.g., fake login prompts or session expiration popups) into the legitimate
domain to steal user credentials or sensitive banking details. Unauthorized Financial Actions: Executing actions on behalf
of the authenticated victim (e.g., transferring funds, changing user details, or performing administrative tasks if the victim holds
admin privileges). Malicious Redirection: Redirecting users to external malicious domains to host drive-by
download attacks or further phishing schemes.

Recommendation
 Apply context-aware output encoding to all untrusted data before placing it in HTML, attributes, JavaScript, CSS, or URLs.

 Avoid unsafe DOM sinks such as innerHTML when a text-only operation is sufficient.
 Use a restrictive Content Security Policy as defense in depth.
 Review all reflected parameters and test the same input in each output context.
 Add automated security tests for reflected and DOM-based XSS.



Vulnerability ID: 3
Security Misconfiguration – Directory
Listing

Vulnerability Name Personally identifiable information (pii)
URL https://demo.testfire.net/bank/main.jsp
Type Information disclosure / CWE-359
Risk Rating HIGH
Affected Resource /bank/main.jsp

Description

the application displays response data containing exposed Personally Identifiable Information (PII) and highly sensitive data,
such as credit card numbers and Social Security Numbers (SSN). This sensitive information is
rendered in plain text without proper masking, encryption, or access controls, leading to severe privacy violations, financial fraud
risks, and non-compliance with regulatory security standards (e.g., PCI-DSS, GDPR).

Proof of Concept
Request:

GET /bank/main.jsp HTTP/1.1

Reviewing the HTTP request to /bank/main.jsp confirms that sending this request exposes sensitive user session cookies and
returns unmasked PII data in the response.

Figure 3 – Illustrative directory-pii evidence.

Impact
Unauthorised access to sensitive financial data—specifically Payment Card Information—exposes users to immediate financial
fraud and unauthorized transactions. Furthermore, this compromise can lead to complete account takeover, identity theft, and
severe reputational damage to the organization.

Recommendation
To prevent Personally Identifiable Information (PII) leakage in HTTP responses, implement the following remediation
controls:



 Data Masking & Redaction: Ensure that sensitive information (such as credit card numbers, national IDs, and account
numbers) is masked or partially redacted before returning it to the user interface (e.g., display only XXXX-XXXX-XXXX-
6288).

 Strict Attribute Filtering: Modify application endpoints and JSP views to strictly return only necessary data fields, omitting
full account details or sensitive credentials from HTML tags or <option> values.

 Server-Side Authorization Checks: Verify that the requesting user is fully authenticated and explicitly authorized to view the
specific data being rendered in the response.

 Response Header Security: Enforce strict caching headers (e.g., Cache-Control: no-store, no-cache) to prevent sensitive
HTTP responses from being cached on client side or intermediate proxies

7.Remediation Priority
Priority 1 – WEB-001 (HIGH): Remediate SQL Injection by enforcing parameterized queries (prepared statements) and input
validation.

Priority 2– WEB-002 (HIGH):Mitigate XSS by applying context-aware output encoding and enforcing Content Security
Policy (CSP).

Priority 3– WEB-003 (HIGH): Fix PII and Payment Card Data disclosure by implementing server-side data masking and
authorization checks.

8. Retest Requirements
After remediation, the tester should reproduce each finding using the same test cases and confirm that database manipulation,
unauthorized payment card data exposure, and malicious script execution are no longer possible. Any residual behavior should
be documented as a retest finding.

9. Evidence & Reporting Notes
The report structure follows OWASP reporting guidance: clear scope, test parameters, findings summary, detailed findings,
evidence, impact, remediation, and retest information.

All target identifiers, session values, and sensitive payment card details (PII) should be redacted in the final client-facing report.
Evidence should be taken from the actual authorized target and should not include unrelated third-party data.

10. Disclaimer
This document is a professional reporting document created for security assessment purposes. The target names, URLs, HTTP
responses, and evidence screenshots are documented solely to demonstrate valid vulnerabilities observed during the authorized
security evaluation.


